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In the beginning……

Why CAUDIT-ISAC 

CAUDIT identified Cybersecurity in its Top 10 priority list (2016)

Threat intelligence

Need to prevent threats being realised

Need to detect a successfully executed threat

An ISAC

AusCERT proposed an ISAC

A centralised, persistent source of trusted threat information

Considered collaboration with REN-ISAC

Needed a localised entity functioning tapping into local and external threat information sources 

This was the same reason AusCERT was formed in the first place back in 1993
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Reinventing the wheel (NOT!):
Research

Structure - Study tour to REN-ISAC 2016\

Membership model

Governance structure

Operations hosting arrangement
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Reinventing the wheel (NOT!):
Research

Research
Potential platforms (Several Solutions available)

HP Threat Central
Soltra Edge
LogRhythm Threat Lifecycle Management (TLM) Platform
FireEye iSIGHT Threat Intelligence
AlienVault Unified Security Management (USM)
Malware Information Sharing Platform

Differentiated by:
Price (Commercial vs. Free)
System requirements (Proprietary vs. open source)
Alerting and Reporting capabilities
Support
Threat intelligence (open-ioc, stix) data formats supported
Available feeds and data sources (open vs. closed)
Third party Integration
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ISAC?

What is an ISAC

Central location for submitting indicators of compromise from sighted campaigns

Platform for sharing threat information for human and machine consumption

Curate shared information for:

Accuracy (identify possible false positives)

Reliability (establishing trustworthiness of source,  handling false information)

Confidentiality (e.g. delegated publication of indicators for serious incident)

Threat intelligence sharing Format support (e.g. machine ingestible format)

Support for feeds
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CAUDIT-ISAC Trial

Started planning late 2016

Started in February 2017

Set up MISP instance

Developed practises

Onboarding process

Access restrictions

Contributions from members in the areas of:
Malware samples

Remote MISP sync testing

Contributing events

Adopting mindsets towards the threat intel platform.. How we share threat intel
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CAUDIT-ISAC Principles

Low volume, High confidence

ASAP

Minimise false positives

Local context (and region) relevant information

Share, share, share (Produce as well consume)

Maximise applicability (of indicators in member environments) – format compatibility

Maximise visibility (into threats targeting Australia and NZ) – feed sources
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Member organisation

CAUDIT-ISAC Governance and Operation 
model

CAUDIT‐ISAC

Membership 
Committee

Technical Advisory 
Group (TAG)

Principle Operations 
Representative*

Principle Operations 
Representative*

Management 
Representative
Management 
Representative

Ops 
Rep 3
Ops 
Rep 3

Ops 
Rep 2
Ops 
Rep 2

Ops 
Rep 1
Ops 
Rep 1

Steering Committee / Board

ManagementManagement

OperationsAdministration
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CAUDIT-ISAC Steering Committee

Provide direction on retaining membership, increasing membership

Membership fee and benefit adjustments

Accept/Reject proposals for change from membership committee & TAG

Constitution:

CAUDIT-ISAC Management (3)

Reps elected from Management Reps member orgs (5-6)

Nominated and seconded External experts (1-2)

Quorum to be determined
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CAUDIT-ISAC Technical Advisory Group (TAG)

Provide input to CAUDIT-ISAC Management, on:

feasibility of proposed amendments to sharing policy

complaints of violation of sharing policy by a member

proposals to expand the scope and depth of shared information (e.g. new indicator types).

Constitution:

Operational representatives nominated by Management Representatives, deliberated and 
approved by the Steering Committee

Technical liaisons
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CAUDIT-ISAC Membership Committee

Membership Committee functions

Provide direction on retaining membership, increasing membership

Membership fee and benefit adjustments

Accept/Reject proposals for change from membership committee & TAG

Constitution:

CAUDIT-ISAC Management (3)

Reps elected from Member organization Management Reps



AUSTRALIA’S PIONEER
CYBER EMERGENCY RESPONSE TEAM

CAUDIT-ISAC Operations
Operations

Provide technical guidance and impart knowledge on the use of technology platforms and technical sharing practices, by way of regular training 
sessions to CAUDIT-ISAC operational representatives

Vet information shared by CAUDIT-ISAC Members, and where required, issue proposals for change, in a timely manner to minimise violations of the 
Information Sharing Policy, minimise false positives and preserve, to the fullest extent possible, the accuracy of shared information.

Delegation. Receive raw incident data and threat information from members and/or trusted third parties, curate and share information relevant to 
the business activities of the membership, while preserving the anonymity of the reporter.

Engage with trusted and relevant third party threat intelligence sources to gain added visibility over the threat landscape

Monitor shared threat information for non-compliance with the CAUDIT-ISAC Information Sharing Policy and take corrective action

Receive malicious artefacts from the membership, trusted third parties and internal sources, perform analysis, extract actionable indicators and 
share with the membership.

Maintain and secure CAUDIT-ISAC infrastructure to ensure preservation of the confidentiality and integrity of shared information, and the availability 
of services.
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CAUDIT-ISAC Information Sharing Policy (1):  
Confidentiality

Information strictly passed in confidence. No persistent record of this information should be created. 

(We don’t do TLP:Red in MISP)

Information should only be shared among organisations with a need-to-know (Shared within a subset of users in the general MISP instance, i.e. 
Sharing Group) 

Can be shared within a MISP Community (MISP users within a single MISP instance)

Information can be shared in the public domain (All users within a MISP instance and its connected communities)

Chatham House Rules (CHR): The original source of this information does not want to be attributed. 

Example:

if the Bank of Antarctica were compromised and wanted to share threat indicators with other banks, without identifying itself, it could 
delegated publishing the information to Antarctica-CERT.
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CAUDIT-ISAC Information Sharing Policy (2):  
Distribution

Distribution Use condition(s) Audience

Not allowed TLP Red Not applicable

Sharing group (organisation) ‐
special

TLP Amber
Organisational administrators for 
organisations identified as legitimate 
recipients of the shared information.

Organisation TLP Amber
Distribution of information to all 
users belonging to the sharing 
member organisation.

Community TLP Green
All users on the primary channel, 
including standalone MISP platforms 
synchronising to CAUDIT‐ISAC.

Sharing Group – standard TLP Green

Sector specific audience for 
receiving specialised threat 
information (e.g. finance, 
government)

All communities TLP White

All users on the primary channel, 
including standalone MISP platforms 
synchronising to CAUDIT‐ISAC and all 
servers synchronised to those 
servers.
This is the largest audience.
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CAUDIT-ISAC Information Sharing Policy (3):  Accuracy 
and trust

Rating Description Tag
Information Credibility

1 Confirmed by other sources admiralty‐scale:information‐credibility="1"

2 Probably true admiralty‐scale:information‐credibility="2"

3 Possibly true admiralty‐scale:information‐credibility="3"

4 Doubtful admiralty‐scale:information‐credibility="4"

5 Improbable admiralty‐scale:information‐credibility="5" 

6 Truth cannot be judged admiralty‐scale:information‐credibility="6"

Source Reliability
a Completely reliable admiralty‐scale:source‐reliability="a"

b Usually reliable admiralty‐scale:source‐reliability="b"

c Fairly reliable admiralty‐scale:source‐reliability="c"

d Not usually reliable admiralty‐scale:source‐reliability="d"

e Unreliable admiralty‐scale:source‐reliability="e"

f Reliability cannot be judged admiralty‐scale:source‐reliability="f"
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CAUDIT-ISAC  MISP Acces:
Restricting access

Using an SSL Client Certificate 

PKCS#12 certificate to be imported to certificate store

PEM Format to be used for API access

Client certificate is bound to an organisation
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CAUDIT-ISAC  MISP Access: Web Portal

Investigation status

Relevant tags. Useful for 
filtering events (e.g. brand 
tag, TLP tag)

Severity level. Also useful for 
filtering (e.g. High severity 
threats).

Scope of distribution 
(governed by TLP
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Warnings, Correlations and external info

External analysis 
reports

Analysis article for 
Emotet banking 
trojan

An attribute entry in this event 
matches an entry in the Alexa Top 
1000 warning list

Correlating Event ID
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Correlation Graph – Agent Tesla RAT

Executable file (%Temp%Hpb.exe) dropped by 
Agent Tesla RAT common to events 4402 and 
4162

Current event The malware in Event 4402 and 
2282 communicated with the 
same remote host
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Comments and false positive warnings

Sharepoint URLs triggering potential false 
positive alert

Comments and attribute level tags to build 
context for indicators of a similar type (e.g. URLs). 
Aids human interpretation. 
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File directory paths that may expose user 
details rewritten with a generic value

Registry key entries that may 
expose a user’s SID are rewritten to 
a generic value

Minimising false positives: Input Regex filters
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Minimising false positives: Signature Whitelist

Prevent any attributes matching 
auscert.org.au from being exported 
as a threat indicator

IP resolving to a shared hosting server 
that may block access to legitimate sites, 
if blacklisted
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Minimising false positives: Input Regex filters

Warning list enabled

Attribute types affected by 
warning list

Click icon to View details
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Accessing Attributes from a MISP event:
Via the Web User Interface (2)

In the Event page of 
interest, Click on 
“Download as..”
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Downloaded Event and Rule output for event 4494:
Response Policy Zone (RPZ)  f ile  for DNS Firewall

$TTL 1w;
@               SOA localhost. root.localhost (2018090700 2h 30m 
30d 1h)

NS localhost.

; The following list of IP addresses will timeout.
32.68.115.115.199.rpz‐ip CNAME rpz‐drop.

; The following domain names and all of their sub‐domains will 
timeout.
gunther.com CNAME rpz‐drop.
*.gunther.com CNAME rpz‐drop.

Timeout DNS queries for 
199.115.115.68/32 

DNS queries for this 
domain and it’s 
subdomains will 
timeout 

DNS Firewall vendors

1. Cloudflare (US)
2. BlueCat (Canada)
3. Infoblox (US)
4. EfficientIP (France)
5. EonScope (US)
6. Nominum (US)
7. Cisco (US)
8. F5 Networks (US)
9. VeriSign (US)
10. SWITCH (Switzerland)
11. eSentire (Canada)
12. ThreatSTOP (US)
13. Constellix (US)
14. Verigio Communications (US)
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Downloaded Event and Rule output for event 4494:
Snort rules

alert tcp $EXTERNAL_NET any ‐> $SMTP_SERVERS 25 (msg: "MISP e4494 [] Bad Email Subject"; flow:established,to_server; 
content:"Subject|3a|"; nocase; content:"***Quotation Request***"; fast_pattern; nocase; content:"|0D 0A 0D 0A|"; 
within:8192; tag:session,600,seconds; classtype:trojan‐activity; sid:6755061; rev:1; priority:2; 
reference:url,https://misp.auscert.org.au/events/view/4494;) 

alert ip $HOME_NET any ‐> 199.115.115.68 any (msg: "MISP e4494 [] Outgoing To IP: 199.115.115.68";   classtype:trojan‐
activity; sid:6755181; rev:1; priority:2; reference:url,https://misp.auscert.org.au/events/view/4494;) 

alert udp any any ‐> any 53 (msg: "MISP e4494 [] Domain: gunther.com"; content:"|01 00 00 01 00 00 00 00 00 00|"; 
depth:10; offset:2; content:"|07|gunther|03|com|00|"; fast_pattern; nocase;  classtype:trojan‐activity; sid:6755221; rev:1; 
priority:2; reference:url,https://misp.auscert.org.au/events/view/4494;) 

alert tcp $HOME_NET any ‐> $EXTERNAL_NET $HTTP_PORTS (msg: "MISP e4494 [] Outgoing HTTP URL: 
http|3a|//194.5.99.87|3a|4560/codes/press1.exe"; flow:to_server,established; 
content:"http|3a|//194.5.99.87|3a|4560/codes/press1.exe"; nocase; http_uri; tag:session,600,seconds; classtype:trojan‐
activity; sid:6755261; rev:1; priority:2; reference:url,https://misp.auscert.org.au/events/view/4494;) 
# 

Alert on malicious 
email subject

Alert on outgoing 
traffic to malicious IP

Alert on outgoing DNS 
request for malicious 
domain

Alert on outgoing HTTP 
request for secondary 
payload delivery URL
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Accessing Attributes from a MISP event:
NIDS rules via the REST API

Networks IDS rule export API syntax

https://misp.auscert.org.au/events/nids/[format]/download/[eventid]/[frame]/[t
ags]/[from]/[to]/[last]/[type]/[enforceWarninglist]/[includeAllTags]

Format options:
1. Suricata
2. Snort

Export rules for a single event

Export rules for events from last 
“n” days, hours

From/To to specify a data range

Subject rule export to exclude attributes flagged 
by Active warning lists (e.g. don’t export a domain 
flagged as a false positive by the Alexa Top 1000 list

Export attributes only for this 
attribute type (e.g. URL)
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Accessing Attributes from a MISP event:
Text attribute export API  syntax

Export attributes from events 
containing these tags

If set to “True”, exports attributes 
from events that are not published.

NOT RECOMMENDED!

From/To to specify a data range

If value=“True”, exports attributes NOT marked “For 
IDS” as well. 

NOT RECOMMENDED!!!

Export attributes only for this 
attribute type (e.g. URL)

https://misp-
c.auscert.org.au/attributes/text/download/[type]/[tags]/[event_id]/[allowNonIDS]/
[from]/[to]/[last]/[enforceWarninglist]/[allowNotPublished]
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MISP API:  Custom Scripts using the API (1)

Example 1: Retrieve Email Subjects for Event 2350

curl --insecure --cert-type pem --cert $CERT_NAME -H "Authorization: $AUTH_KEY" https://misp.auscert.org.au/attributes/text/download/email-subject/null/2100 –ks

Example 2: Retrieve URLs from event 2300

curl --insecure --cert-type pem --cert $CERT_name -H "Authorization: $AUTH_KEY" https://misp.auscert.org.au/attributes/text/download/url/null/2321 –ks

Your Payment - 0160
Your Payment - 4129
Your Payment - 5709
Your Payment - 5839
Your Payment - 6570

https://austaralia-
tax.com/homepage?page=index&token=b1e08029e5fe04129dfdefe64b97c3d33be5fdb5&session=90a3749219bbd1f167b4
ec96dca3f73e&cookies=9e0e239f7e11f657c842830ab8c7991622f99526&b=4

https://austaralia-
tax.com/homepage?page=verification&token=82fdf7c4b66fe428c70ad6b7d4fdb004081bbf4f&session=19084c897a11c
2ce15f130593a97cb90&cookies=1a86b510597091bfa2d94e22994d6423a0f9562e

https://austaralia-
tax.com/send_results?access_code=477a31aa813beeab7a751fd6562eb102&token=6d17c85eb1de9a7771d5c5b15d5ac3d
f0ed5bb2c-MHF



AUSTRALIA’S PIONEER
CYBER EMERGENCY RESPONSE TEAM

Installing PyMISP:

1. Using pip:

pip3 install pymisp

2. From repo

git clone https://github.com/MISP/PyMISP.git && cd PyMISP

git submodule update --init

pip3 install -I .

Prerequisite:

Python “requests” library

Documentation available at:

MISP API:  PyMISP (1)

https://github.com/MISP/PyMISP

https://media.readthedocs.org/pdf/pymisp/latest/pymisp.pdf
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1. Get a MISP Event (say event ID: 23538)

{"Event": {"info": "Malicious Document: Statement as at 21.08.2018.doc", "analysis": "2", "published": true, "locked": true, "ShadowAttribute": [], "Object": [{"template_uuid”: 
"688c46fb-5edb-40a3-8273-1af7923e2215", "ObjectReference": [], "template_version": "3", "event_id": "23538", "description": "File object describing a file with meta-
information", "deleted": false, "meta-category": "file", "name": "file", "comment": "", "sharing_group_id": "0", "timestamp": "1535436774", "distribution": "5", "id": "21042", "uui
d": "5b84e7e6-1aac-4bb3-bdba-21a5ac100a5a", "Attribute": [{"type": "md5", "object_id": "21042", "event_id": "23538", "deleted": false, "object_relation": "md5", "Galaxy": [], 
"value": "12b63b224b9c51d9e3ad8acaceeda635", "ShadowAttribute": [], "comment": "", "sharing_group_id": "0", "to_ids": true, "distribution": "5", "timestamp": "1535436774", 
"id": "2088994", "uuid": "5b84e7e6-3cd8-40af-9393-21a5ac100a5a", "disable_correlation": false, "category": "Payload delivery"}, {"type": "sha256", "object_id": "21042", 
"event_id": "23538", "deleted": false, "object_relation": "sha256", "Galaxy": [], "value": "f8546a6bade29d0ee6f24d9f13e0bdfcac764e1e505dd3c97d5d177959ff566e", 
"ShadowAttribute": [] , "comment": "", "sharing_group_id": "0", "to_ids": true, "distribution": "5", "timestamp": "1535436774", "id": "2088998", "uuid": "5b84e7e6-c094-43c3-
a81b-21a5ac100a5a", "disable_correlation": false, "category": "Payload delivery"}, {"type": "filename", "object_id": "21042", "event_id": "23538", "deleted": false, 
"object_relation": "filename", "Galaxy": [], "value": "Statement as at 21.08.2018.doc", "ShadowAttribute": [], "comment": "", "sharing_group_id": "0", "to_ids": true, "distribution": 
"5", "timestamp": "1535436774", "id": "2089002", "uuid": "5b84e7e6-06a0-43b9-99b6-21a5ac100a5a", "disable_correlation": false, "category": "Payload delivery"}, {"type": "size-
in-bytes", "object_id": "21042", "event_id": "23538", "deleted": false, "object_relation": "size-in-bytes", "Galaxy": [], "value": "87168", "ShadowAttribute": [], "comment": "", 
"sharing_group_id": "0", "to_ids": false, "distribution": "5", "timestamp": "1535436774", "id": "2089006", "uuid": "5b84e7e6-5a18-4465-93b4-21a5ac100a5a", 
"disable_correlation": false, "category": "Other"}]}], "Org": {"name": "AusCERT", "id": "1", "uuid": "595591f6-b518-4844-8158-3db68266bc0e"}, "distribution": "3", 
"attribute_count": "7", "disable_correlation": false, "Orgc": {"name": "CERTBw_9014", "id": "137", "uuid": "568e33ee-f3ac-4af2-bf32-28f493ed3f34"}, "extends_uuid": "", 
"threat_level_id": "3", "RelatedEvent": [], "publish_timestamp": "1535585260", "org_id": "1", "Tag": [{"name": "misp-galaxy:tool=\"Emotet\"", "exportable": true, "id": "320", 
"colour": "#0088cc", "user_id": "0", "hide_tag": false}, {"name": "tlp:white", "exportable": true, "id": "2", "colour": "#ffffff", "user_id": "0", "hide_tag": false}, {"name": 
"PAP:WHITE", "exportable": true, "id": "308", "colour": "#80ff00", "user_id": "0", "hide_tag": false}, {"name": "malware_classification:malware-category=\"Downloader\"", 
"exportable": true, "id": "56", "colour": "#345d00", "user_id": "0", "hide_tag": false}], "Galaxy": [{"type": "tool", "name": "Tool", "namespace": "misp", "description": "Threat 
actors tools is an enumeration of tools used by adversaries. The list includes malware but also common software regularly used by the adversaries.", "GalaxyCluster": 
[{"type": "tool", "authors": ["Alexandre Dulaunoy", "Florian Roth", "Timo Steffens", "Christophe Vandeplas", "Dennis Rand"], "galaxy_id": "8", "tag_name": "misp-
galaxy:tool=\"Emotet\"", "version": "64", "value": "Emotet", "descriptio n": "", "meta": {"refs": ["https://securelist.com/analysis/publications/69560/the-banking-
trojan-emotet-detailed-analysis/"], "synonyms": ["Geodo"]}, "tag_id": "320", "id": " 42890", "uuid": "0d821b68-9d82-4c6d-86a6-1071a9e0f79f", "source": "MISP Project"}], 
"icon": "optin-monster", "id": "8", "uuid": "9b8037f7-bc8f-4de1-a797-37266619bc0b", "version": "2"}], "orgc_id": "137", "date": "2018-08-28", "sharing_group_id": "0", 
"timestamp": "1535585260", "id": "23538", "uuid": "5b84e7c0-9984-46f0-800b-23c0ac100a5a", "Attribute": [{"type": "link", "object_id": "0", "event_id": "23538", "deleted": false, 
"object_relation": null, "Galaxy": [], "valuef24d9f13e0bdfcac764e1e505dd3c97d5d177959ff566e/community", "ShadowAttribute": [], "comment": "", "sharing_group_id": "0", 
"to_ids": false, "distribu": "https://www.virustotal.com/#/file/f8546a6bade29d0ee6tion": "5", "timestamp": "1535436861", "id": "2088982", "uuid": "5b84e83d-3c1c-46bd-
b42a-23c1ac100a5a", "disable_correlation": false, "category": "External analysis"}, {"type": "domain", "object_id": "0", "event_id": "23538", "deleted": false, "object_relation": 
null, "Galaxy": [], "value": "justevolvewithgrace.com", "ShadowAttribute": [], "comment": "", "sharing_group_id": "0", "to_ids": true, "distribution": "5", "timestamp": 
"1535436891", "id": "2088986", "uuid": "5b84e85b-10e4-4c2f-901b-0bb8ac100a5a", "disable_correlation": false, "category": "Network activity"}, {"type": "domain", "object_id": 
"0", "event_id": "23538", "deleted": false, "object_relation": null, "Galaxy": [], "value": "testbaerservice.com", "ShadowAttribute": [], "comment": "", "sharing_group_id": "0", 
"to ids": true  "distribution": "5"  "timestamp": "1535436912"  "id": "2088990"  "uuid": "5b84e870 3b10 40d9 8a96 23c0ac100a5a"  "disable correlation": false  "category": 

MISP API:  PyMISP Usage examples (1)

/PyMISP/examples$ ./get.py ‐e 23538
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3. Get all events with references to “Lokibot”

MISP API:  PyMISP Usage examples (2)

/PyMISP/examples$ ./searchall.py ‐s lokibot

{"Event": {"timestamp": "1529567070", "Galaxy": [], "proposal_email_lock": false, "org_id": "1", "attribute_count": "9", "orgc_id": "382", "id": "22242", "Object": [], "Orgc": {"id": "382", "uuid": "56700651-031c-46bb-96a0-4dc9950d210f", "name": 
"CSIRT-CV_4307"}, "Attribute": [{"timestamp": "1529565155", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "email body", "id": "2010050", "uuid": 
"5b2b4fe3-cbbc-4e0a-8f34-4dc9950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "Hello,\r\n\r\nGood day...\r\n\r\nPlease find attached swift copy in attachment for invoice Payment 
made.\r\n\r\nKindly confirm you receive the amount.\r\n\r\nRegards,\r\n\r\nMohammed Saif\r\n\r\nAccounts Payables/Receivables", "type": "text", "ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565184", "deleted": 
false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "", "id": "2010054", "uuid": "5b2b5000-2af0-42e1-86bd-4c06950d210f", "disable_correlation": false, "to_ids": false, 
"sharing_group_id": "0", "value": "l.martinez@royalgas.mx", "type": "email-src", "ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565212", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", 
"category": "Payload delivery", "comment": "", "id": "2010058", "uuid": "5b2b501c-8cd4-446c-b6b0-49d2950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "Payment Advice", "type": "email-subject", 
"ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565700", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "Payment Advice.doc", "id": 
"2010062", "uuid": "5b2b5204-65d4-4e25-834b-490e950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "dfeded1873ff3fd8fa652641df1c2281", "type": "md5", "ShadowAttribute": [], "event_id": "22242"}, 
{"timestamp": "1529565735", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "2Wxni.jpg", "id": "2010066", "uuid": "5b2b5227-79b4-4ead-973d-
4de2950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "ca4502d15e675eff7450def47291669f", "type": "md5", "ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565769", "deleted": false, 
"object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "Ec5rt.hta", "id": "2010070", "uuid": "5b2b5249-5dd0-40b5-b2f6-4948950d210f", "disable_correlation": false, "to_ids": false, 
"sharing_group_id": "0", "value": "8900553f1983ec3bb01c62ee012cefc5", "type": "md5", "ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565796", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", 
"object_id": "0", "category": "Network activity", "comment": "", "id": "2010074", "uuid": "5b2b5264-c94c-4ff5-af8d-40dd950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "u.teknik.io", "type": "url", 
"ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529565817", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Other", "comment": "", "id": "2010078", "uuid": "5b2b5279-bfe4-
45d6-8dc9-480e950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "RTF document downloads stage1 Ec5rt.hta (hta) that once executed downloads stage2 2Wxni.jpg (exe).", "type": "comment", 
"ShadowAttribute": [], "event_id": "22242"}, {"timestamp": "1529567070", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Network activity", "comment": "C2 communication", "id": 
"2010082", "uuid": "5b2b575e-0294-4035-aeb3-4df3950d210f", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "http://www.mrkafy22.tk/948847839367294784599484/93847388388883/fre.php", "type": "uri", 
"ShadowAttribute": [], "event_id": "22242"}], "extends_uuid": "", "publish_timestamp": "1529570417", "Tag": [{"id": "131", "user_id": "0", "hide_tag": false, "exportable": true, "colour": "#700cf0", "name": "MalSpam"}, {"id": "500", "user_id": "0", 
"hide_tag": false, "exportable": true, "colour": "#6ed8f0", "name": "Lokibot"}], "analysis": "0", "ShadowAttribute": [], "distribution": "3", "date": "2018-06-21", "published": true, "Org": {"id": "1", "uuid": "595591f6-b518-4844-8158-
3db68266bc0e", "name": "AusCERT"}, "RelatedEvent": [], "uuid": "5b2b4fca-ba18-43f0-9442-4506950d210f", "locked": true, "disable_correlation": false, "sharing_group_id": "0", "threat_level_id": "3", "info": "Payment Advice - Malspam"}}

{"Event": {"timestamp": "1512393593", "Galaxy": [], "proposal_email_lock": false, "org_id": "1", "attribute_count": "4", "orgc_id": "60", "id": "8514", "Object": [], "Orgc": {"id": "60", "uuid": "56a64d7a-63dc-4471-bce9-4accc25ed029", "name": 
"CERT-BUND"}, "Attribute": [{"timestamp": "1512393593", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Network activity", "comment": "", "id": "855600", "uuid": "5a254b79-2070-4686-
9325-7ee20a2b115a", "disable_correlation": false, "to_ids": true, "sharing_group_id": "0", "value": "ipvhost.duckdns.org/host/fre.php", "type": "url", "ShadowAttribute": [], "event_id": "8514"}, {"timestamp": "1512393593", "deleted": false, 
"object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Network activity", "comment": "", "id": "855601", "uuid": "5a254b79-2098-4551-9249-7ee20a2b115a", "disable_correlation": false, "to_ids": true, 
"sharing_group_id": "0", "value": "www.gtld-server.com/panel/fre.php", "type": "url", "ShadowAttribute": [], "event_id": "8514"}, {"timestamp": "1512393594", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": 
"0", "category": "Network activity", "comment": "", "id": "855602", "uuid": "5a254b7a-fb6c-40bc-8b26-7ee20a2b115a", "disable_correlation": false, "to_ids": true, "sharing_group_id": "0", "value": "www.gtld-server.com", "type": "domain", 
"ShadowAttribute": [], "event_id": "8514"}, {"timestamp": "1512393594", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Network activity", "comment": "", "id": "855603", "uuid": "5a254b7a-
1790-4fea-8561-7ee20a2b115a", "disable_correlation": false, "to_ids": true, "sharing_group_id": "0", "value": "ipvhost.duckdns.org", "type": "domain", "ShadowAttribute": [], "event_id": "8514"}], "extends_uuid": "", "publish_timestamp": 
"1512446171", "Tag": [{"id": "2", "user_id": "0", "hide_tag": false, "exportable": true, "colour": "#ffffff", "name": "tlp:white"}], "analysis": "2", "ShadowAttribute": [], "distribution": "3", "date": "2017-12-04", "published": true, "Org": {"id": "1", 
"uuid": "595591f6-b518-4844-8158-3db68266bc0e", "name": "AusCERT"}, "RelatedEvent": [{"Event": {"timestamp": "1511860842", "analysis": "2", "distribution": "3", "org_id": "1", "orgc_id": "60", "published": true, "id": "8483", "Org": {"id": "1", 
"uuid": "595591f6-b518-4844-8158-3db68266bc0e", "name": "AusCERT"}, "Orgc": {"id": "60", "uuid": "56a64d7a-63dc-4471-bce9-4accc25ed029", "name": "CERT-BUND"}, "uuid": "5a1d27de-1148-4c97-9d89-70cc0a2b115a", "date": "2017-11-
28", "threat_level_id": "3", "info": "Malicious PDF Spam"}}], "uuid": "5a254b79-e90c-4789-b594-7ee20a2b115a", "locked": true, "disable_correlation": false, "sharing_group_id": "0", "threat_level_id": "3", "info": "Lokibot C2"}}

{"Event": {"timestamp": "1535010639", "Galaxy": [], "proposal_email_lock": false, "org_id": "1", "attribute_count": "12", "orgc_id": "324", "id": "23302", "Object": [], "Orgc": {"id": "324", "uuid": "58a4534c-33c8-4a70-b866-c8dc950d210f", 
"name": "CERT PKO BP"}, "Attribute": [{"timestamp": "1535007605", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "From address", "id": "2063854", "uuid": 
"5b7e5b75-7f24-4629-9d06-4035c0a81726", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "imports.falcos@gmail.com", "type": "email-src", "ShadowAttribute": [], "event_id": "23302"}, {"timestamp": 
"1535007605", "deleted": false, "object_relation": null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "Subject", "id": "2063858", "uuid": "5b7e5b75-f558-47f5-ba66-4dc8c0a81726", 
"disable_correlation": false, "to_ids": false, "sharing_group_id": "0", "value": "ORDER n\u00b0 5771308", "type": "email-subject", "ShadowAttribute": [], "event_id": "23302"}, {"timestamp": "1535007632", "deleted": false, "object_relation": 
null, "Galaxy": [], "distribution": "5", "object_id": "0", "category": "Payload delivery", "comment": "", "id": "2063862", "uuid": "5b7e5b90-163c-4121-9189-4224c0a81726", "disable_correlation": false, "to_ids": false, "sharing_group_id": "0", 
"value": "Dear Sir,\r\n\r\nPlease find herewith attached our Purchase order.\r\n\r\n\r\nKindly acknowledge the receipt, send order confirmation and proceed for early delivery.\r\n\r\n\r\n\r\nRegards,\r\n\r\n\r\nBELLENTANI
Lorella\r\nProd ction & P rchasing Department     \r\n\r\n\r\n\r\nFMT s r l \r\n\r\nStrada Cisa  111\r\n\r\n43045 Ricc\ 0442 (PR) Ital \r\n\r\n( tel  +39 0525 404365 (201)\r\n\r\n+ fa  +39 0525 401449 \r\n \r\n\r\nCapitale sociale / 
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CAUDIT-ISAC  MISP Access:
Own Instance

Stand up your own local MISP instance. 

AusCERT’s infra team can help set up by way of an Ansible script for deploying MISP (contact us 
to get access to the playbook)

Synchronise to the CAUDIT-ISAC MISP instance

Pull (consume) or Push (product) from or to the CAUDIT-ISAC MISP

Apply pull and push rules to allow or prevent certain event types being exported or 
imported to or from the remote MISP instance
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CAUDIT-ISAC  MISP Use cases:
Malware indicators (1)

Single Emotet malware downloading 
url
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CAUDIT-ISAC  MISP Use cases:
Malware indicators (2)

File object for Analysed malware 
sample

IP-Port object defining C&C server

File object defining executable 
Emotet malware is dropped as
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CAUDIT-ISAC  MISP Use cases:
Phishing indicators (1)
ATO Phishing page (1)

Email Object describing phishing mail
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CAUDIT-ISAC  MISP Use cases:
Phishing indicators (2)
ATO Phishing page (2)
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CAUDIT-ISAC  MISP Use cases:
Phishing indicators (3)
MyGov Phishing page
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CAUDIT-ISAC  MISP Use cases:
Incident information storage

Use MISP’s capability to store threat indicators to store internal information

Several risks

Partitioning failure leading to disclosure of information and relate impact to trust, reputation, etc

Handling error leading accidental disclosure of internal incident information (e.g. incorrect 
distribution settings)

Recommended practice

Use your own local MISP instance to store incident information

Set distribution as “Organisation only”

Use tags to identify events that should not be pushed to an external MISP instance (e.g. tlp:amber or 
custom tag incident_info) and mark the internal incident events with that tag.

Synchronise “Pull” from CAUDIT-ISAC MISP to your MISP instance to replicate CAUDIT-ISAC events in 
your MISP instance
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CAUDIT-ISAC  MISP Use cases:
Discussion forum (1)

Timeweave event
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CAUDIT-ISAC  MISP Use cases:
Discussion forum (2)

Discussion centre for issues (TimeWeave).

Potentially malicious IP for blocking
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CAUDIT-ISAC  MISP Use cases:
Discussion forum (3)

Discussion centre for issues (TimeWeave).

Text attribute detailing course of 
action
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CAUDIT-ISAC  MISP Use cases:
Discussion forum (4)

Discussion centre for issues (TimeWeave).

App Brain report on Galah 
Enterprises
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Cyber Kill Chain
- Model developed by Lockheed Martin

- Defines the various stages involved in the creation, 
distribution and use of malware

- Applicable to most “malicious” activities including 
phishing, scams as well

https://www.lockheedmartin.com/en‐us/capabilities/cyber/cyber‐kill‐chain.html
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CAUDIT-ISAC  MISP Use cases:
Prevention

primary

C&C

secondary

kerasova-photo.ru
198.61.187.137

198.61.187.137

Md5: B999b3619c1c3dcf0023582e80a005ca
File_name: %PUBLIC%\653.exe
Regkey|value: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\write, 
Rundll32.exe zipfldr.dll,RouteTheCall %TEMP%\qwerty2.exe

DROP http://xl-powertree.com/06cCuFwsS

Subject: ATO Refund Notification (1B1851)
From: atopk506@r7.case927317.review
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CAUDIT-ISAC  MISP Use cases:
Detection – Computrace Lojack Agent detection

Magic Byte match

Rule match condition
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CAUDIT-ISAC  MISP Use cases:
Detection – Trickbot detection rule

Alert Mode rule to detect outbound 
DNS request for malicious domain 
pizza24.fr

DDE exploit detection rule, indicate
attempt to fetch and install 
trickbot payload

alert tcp any any -> any 53 (msg: "MISP e1978 [] Domain: pizza24.fr"; content:"|01 
00 00 01 00 00 00 00 00 00|"; depth:10; offset:2; content:"|07|pizza24|02|fr|00|"; 
fast_pattern; nocase; flow:established;  classtype:trojan-activity; sid:5694512; 
rev:1; priority:2; reference:url,https://misp.auscert.org.au/events/view/1978;) 
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CAUDIT-ISAC  MISP Use cases:
Forensics (1):  Cryptojacking case

Sighted Weblogic RCE exploit 
delivering host IP. 

Exported and grepped against 
traffic logs
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CAUDIT-ISAC  MISP Use cases:
Forensics (2)

Inbound HTTP traffic log match on 
malicious attribute
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Some stats:
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Some stats:
Security tools used
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Roadmap
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Thank you!
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Indicator-Control Matrix

LOCATION SECURITY CONTROL MISP CATEGORY MISP INDICATOR TYPE

NETWORK

NIDS / NIPS
Network activity ip‐dst port hostname url ip‐src

Payload delivery ip‐src ip‐dst url

DSN FIREWALL
Network activity domain

Payload delivery

EMAIL SECURITY GATEWAY Payload delivery email‐src email‐
subject

email‐
attachment

HOST

HIDS
Artefacts dropped sha256 md5 sha512 filena

me

Payload installation sha256 md5 sha512 filena
me

YARA
Artefacts dropped yara

Payload installation yara

Registry Monitors
Persistence mechanism regkey|value

Artefacts dropped regkey|value



AUSTRALIA’S PIONEER
CYBER EMERGENCY RESPONSE TEAM

RECONNAISSANCERECONNAISSANCE

WEAPONIZATIONWEAPONIZATION

DELIVERYDELIVERY

Command 
and Control
Command 
and Control

Actions on 
Objectives
Actions on 
Objectives

InstallationInstallation

ExploitationExploitation

Research, identification and selection of targets, 
often represented as crawling Internet websites 
such as conference proceedings and mailing lists 

for email addresses, social relationships, or 
information on specific technologies.

Research, identification and selection of targets, 
often represented as crawling Internet websites 
such as conference proceedings and mailing lists 

for email addresses, social relationships, or 
information on specific technologies.

RED TEAMRED TEAM

Coupling a remote access trojan with an exploit 
into a deliverable payload, typically by means of 

an automated tool (weaponizer).

Coupling a remote access trojan with an exploit 
into a deliverable payload, typically by means of 

an automated tool (weaponizer).

Transmission of the weapon to the targeted 
environment.

Transmission of the weapon to the targeted 
environment.

After the weapon is delivered to victim host, 
exploitation triggers the intruders’ code. 

After the weapon is delivered to victim host, 
exploitation triggers the intruders’ code. 

Installation of a remote access tool or backdoor 
on the victim system allows the adversary to 
maintain persistence inside the environment.

Installation of a remote access tool or backdoor 
on the victim system allows the adversary to 
maintain persistence inside the environment.

Only now, after progressing through the first six 
phases, can intruders take actions to achieve 
their original objectives [i.e., data exfiltration].

Only now, after progressing through the first six 
phases, can intruders take actions to achieve 
their original objectives [i.e., data exfiltration].

Typically, compromised hosts must beacon outbound 
to an Internet controller server to establish a C2 

channel. Once the C2 channel establishes, intruders 
have “hands on the keyboard” access.

Typically, compromised hosts must beacon outbound 
to an Internet controller server to establish a C2 

channel. Once the C2 channel establishes, intruders 
have “hands on the keyboard” access.

PREVENTATIVE CORRECTIVEDETECTIVE
• User education, News
• Organisational security 

policy
• System hardening (close 

unnecessary services)
• Network security controls 

(Firewall, ACLs)

• Inbound scan traffic
• Public dumps of harvested 

credentials and other PII
• External Vulnerability 

Assessment (Nmap, Web 
vulnerability scans)

• Feedback mechanism to 
provide input on publicly 
exposed sensitive 
information 

(e.g. banners on web servers 
revealing server version, 
organisational structure and contact 
details)

BLUE TEAMBLUE TEAM

• AusCERT Security bulletins 
with alerts indicating active 
exploits

• Exploit publication sites 
(exploits‐db)

• Exploit kit sales sites

• MSINs indicating 
exploitable 
vulnerabilities in assets

• Patching/Upgrading 
software

• NIPS/HIPS
• DNS Firewalls (RPZ)
• Firewalls (Network and 

host)
• Router ACLs
• Mail filters
• URL blacklists (web proxy)

• NIDS (Snort, Suricata, 
Bro)

• HIDS (OSSEC)
• SIEM

• Antivirus (Quarantine)
• Mail filters

• User Account management
• Penetration testing 
• System hardening (e.g. CIS 

Benchmarks)

• HIDS (OSSEC)
• YARA Signatures

• Antivirus
• Network/host isolation
• Patching
• Apply workarounds 

(mitigations) 

• User Account Management
• System hardening

• Registry monitors 
(Registry key 
additions/modifications)

• File system integrity 
checks (Dropped files)

• Workarounds
• Remote backups

• NIPS
• Firewall
• DNS Firewall (RPZ)
• Web proxy (URL blacklists)

• NIDS (Destination IP, 
Hostname, Domain for 
remote servers)

• SIEMs

• Remote backups

• NIPS (Destination IP• NIPS (Destination IP, 
Hostname, domain for 
dropzone)

• Firewall
• DNS Firewall (RPZ)
• Web proxy (URL blacklists)
• Dark web (data sales)

• NIDS (Destination IP, 
Hostname, Domain for 
remote servers)

• SIEMs
• BTC Wallets (track 

payments)

• Decryptors
(ransomware)

• Remote backups


