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What is this presentation about?

Recent Government Legislation
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Recent Government Legislation
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1. Notifiable Data Breaches

An eligible data breach is where a rcasonaﬁ/cpcrson would conclude that there is a
likelg risk of serious harmto any of the affected individuals as a result of
unauthorised access or disclosure.

* [ rivacy Act 1988, [ rivacy Amendment (Notitrable [Data Brcac/nfs] 5/// 2076




2. Data Retention

Service Providers are rec]uired to retain and secure for two years, spechcic
telecommunications data relating to the services theg offer.

* T elecommunications Act 19 97, (/ntercc/ot/bn and Access) Amendment ([ Data
Kctcnt/bn}BJ//ZO/j




Our Journey Towards Compliance
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It was a bumpy ride!

University Time to get
sector found your DRIP Go for an
out late on Exemption

But its ok — Exemption Realised

18 months or quickly we
for Implement? couldn’t live

compliance with it
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https://www.downergroup.com/httpswwwdownergroupcomnews , viewed Sept 2018.
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A much smoother ride!
Got stuck
Planned to on the Engaged
start early Definitions widely

Selected Struggled Got a plan
good with these
consultants
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Definitions: Data Breaches

What is a reasonable person?

What is serious harm?
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1. Notifiable Data Breaches

An eligible data breach is where a rcasonaﬁ/clocrson would conclude that
there is a likelg I‘I:S:é O[SCF[OUS /73/‘/77 to any of the affected individuals as a

result of unauthorised access or disclosure.

* /> r/vacy Act 1988, /> r/vacy Amendment (] Notitiable [Data Brcac/kfs] 5/// 2016




A Reasonable Person ....

,Regularly ,

reviews their
bank
accounts




Serious harm means ....

Category

Financial loss

Threat to emotional wellbeing
OR humiliation and damage to
reputation or relationships

Workplace or social bullying or
marginalisation

Key Questions

Will the use of the personal information provide the ability to access any other monetary products?
Will the use / disclosure of the personal information lead to financial losses?

» Wil the disclosure of personal information disclose details of sensitive medical conditions?
» Will the disclosure of personal information disclose relationship issues that would not otherwise be known?
» Will the disclosure of personal information disclose details of legal proceedings that would not otherwise be known?

Will disclosure of the personal information limit the individual’s social activities?







- —
A

Nou_tﬁif-i_éﬂgle Data Breaches

Process Flowcharts
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High Level Process
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Response Process Flowchart
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Challenges
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Definitions

* \What was a reasonable
person?

* \What serious harm meant?

CQU’s Critical
Response Team

» Getting recommendations
back quickly

4-7 Day turnaround
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Technical Overview with Simon Coggins
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Design Criteria

Software to

support data
integrity, @

access and
reporting

Redundant
and secure
storage

Data is free
from
interference

e
@ Metadata for
2 years

TR e e AR e OEGE-



Spionk Mnsier

$|>|mk HA Avchitecture

e ki lvoraiLy

ETLL LR )




NeAwork Avchitecture
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Challenges
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No existing vendor solutions,
DIY solution required.

External/Generic Accounts

* Singapore Army

* Academics sharing Wi-Fi logins

» Visiting Students from Schools
 Conference delegates / eduroam users

Law was written for telecom,
with an internet band aide
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