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In the beginning…

Oracle SSO

App1 App2 App3

Home-grown SSO
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The Project…
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Scope…
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Challenges…
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ADFS (F5 HA)…
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ADFS (F5 Proxy and HA)…
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No ADFS…
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Customisations…

Before

After
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Customisations…
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SSO Them All…
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Tools and Tips…

“Read the logs”- SAML tracer add-on

- Documentation and successful captures

- Practice
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Our F5 APM…

- Over 55 systems SSO’d

- v12 running very stable and reliable

- Brute force detection and prevention

- Integrated with Splunk
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Our Future SSO…

- Captcha on login page for failed attempts

- Step-up auth in v13

- Duo for 2FA

- F5 APM to replace all OAuth roles
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Conclusion…


